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QA ACCEPTANCE CRITERIA
Biometrics and PIN Login
Direct checks for the main user flows
USE THIS DOCUMENT  For each criterion, follow the steps and confirm the correct result. If a failure happens, confirm that the app gives the user a clear next step and does not show the signed-in area too early.
1. Initial login with email and password
Steps
Open the app.
Enter a valid email address and password, then tap Login.
If asked for a verification code, enter it and continue.
If asked to change the password, complete the change.
CORRECT RESULT  The user reaches the signed-in area only after the required login steps are complete.
If something goes wrong
Blank or invalid email: show a clear message and stay on the login screen.
Blank or wrong password: show a clear message and stay on the login screen.
Wrong, expired, or cancelled verification code: let the user retry or request another code.
No internet or service unavailable: show a helpful message and do not show the signed-in area.
2. Offer biometric registration
Steps
After the first successful login, show the choice Enable Biometrics or Maybe Later.
For Enable Biometrics, follow the device Face ID or fingerprint prompt.
For Maybe Later, continue into the app.
CORRECT RESULT  Enable Biometrics moves the user to PIN setup. Maybe Later lets the user continue for now and does not claim that biometrics are enabled.
If something goes wrong
The device check is cancelled or does not match: stay on setup and offer retry.
The device has no available biometric: explain this and offer the App PIN path in Criterion 6.
The user leaves setup before finishing: do not show setup as complete.
3. Backup PIN registration
Steps
Enter a six-digit number as the PIN.
Enter the same number again to confirm it.
Tap Create PIN.
Return to the app and choose the PIN option when it is offered.
CORRECT RESULT  The app confirms that the backup App PIN is ready and accepts it as the alternate way to continue.
If something goes wrong
Fewer or more than six digits: show a clear message and do not continue.
Letters or symbols: reject them.
The two entries do not match: ask the user to correct them.
The user forgets the PIN: provide a way to return to normal email-and-password login.
4. App minimized or in the background
Steps
Sign in and open a screen that contains private information.
Press Home, switch to another app, or open a system interruption.
Look at the HCBS Mobile preview in the app switcher.
Return to HCBS Mobile.
Complete Face ID, fingerprint, or the App PIN.
CORRECT RESULT  Private information is covered while the app is away. When the user returns, the app asks them to continue securely and then returns to the same screen with their work still present.
If something goes wrong
The app preview shows private information: this is a failure.
The app opens without asking for the configured local check: this is a failure.
The app asks twice because of one return: this is a failure.
An in-progress visit or entered information is lost: this is a failure.
The user cancels: remain on the covered screen and offer retry, another available method, or logout.
5. Log out from the app
Steps
While signed in, tap Log out and confirm if asked.
Close and reopen the app.
Try to use the biometric or PIN option.
Sign in again with email and password.
CORRECT RESULT  Logout returns the user to the normal login screen. Face ID, fingerprint, or the PIN alone cannot bring back the previous signed-in area.
If something goes wrong
Logout while offline: the app must still end local access immediately.
Close the app during logout: reopening must not restore the previous signed-in area.
Private information from the previous user appears for the next user: this is a failure.
6. Device does not have biometrics
Steps
Use a device with no biometric hardware, or with no enrolled biometric.
Complete the normal email-and-password login.
Choose Set up App PIN when the app explains that biometrics are unavailable.
Create and confirm a six-digit App PIN.
Minimize and return to the app, then enter the PIN.
CORRECT RESULT  The user can protect and use the app with the App PIN. The PIN screen appears directly when needed; the app does not show a non-working Face ID action.
If something goes wrong
No biometric hardware or enrollment: offer the App PIN path.
Wrong PIN: show retry and keep the app covered.
Too many wrong PIN attempts: require normal email-and-password login.
Forgotten PIN: require normal email-and-password login and allow a new PIN.
7. Face ID or fingerprint fails
Steps
Return to the app and start biometric unlock.
Present the wrong face or fingerprint.
Tap Retry, or choose Use PIN.
Enter the correct PIN.
If all methods are cancelled, remain on the locked screen.
CORRECT RESULT  A failed biometric check never opens the signed-in area. The user can retry or use the App PIN, and the correct PIN returns them to the same screen.
If something goes wrong
User cancels: remain locked and do not treat the action as successful.
The device temporarily locks or times out: stop repeated prompts and offer the PIN or normal login.
The face or fingerprint was removed or changed: require normal login and offer setup again.
The signed-in access has expired: require normal email-and-password login.
OVERALL PASS  Every flow gives the expected result, every failure leaves private information covered, and logout always requires normal login again.
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